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Organize your personal information  

to prevent identity theft  
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To prevent identity theft, follow some simple steps and form some new habits. 
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Chances are, you are vulnerable to identity theft, and it only takes one incident to compromise your finances and the good credit 
rating it's taken a lifetime to establish.  
 
Fortunately, by following some simple tips and forming a few habits, you can organize your most important information to prevent 
identity theft.  
 
The Federal Trade Commission's (FTC) identity theft site provides thorough explanations, tips, and links to help consumers DETER, 
DETECT, and DEFEND against identity theft.  Some highlights: 
 
DETER identity theft before it can happen: 

 Protect your Social Security number.  Don't carry your card with you, and use other forms of identification whenever you can. 

 Treat your trash and mail carefully.  Shred any document that contains personally identifiable information before discarding it.  
Keep a shredder near the trash can where you sort your mail to make it as easy as possible for you to form the shredding habit. 

 Be on guard when using the Internet.  Learn about spyware, phishing, and other online dangers at the U.S. government's On 
Guard Online site. 

 Select intricate passwords. Combinations of letters, numbers, and special characters make the strongest passwords.  It may 
seem like an annoyance, but intricate passwords are an effective deterrent.  If you have difficulty keeping track of your 
passwords, consider finding software to help you: Passwords Max, RoboForm, File2File, Password Safe, Password Guardian, or 
Free Password Keeper. 

 Verify sources before sharing information. Don't provide your personal information over the phone unless you have made the 
call and are confident that you're dealing with a legitimate service provider.  Check out a commercial web site by typing its web 
address yourself, not clicking on a link you receive in an email message. 

 Safeguard your purse and wallet.  Carry only the credit and debit cards that you actually use, and don't take along your Social 
Security card. 

 Store information in secure locations. If you have roommates or employ workers for regular or occasional tasks, keep your 
personal information secure (out of sight, locked in a cabinet or safe).  Only those who have a legitimate need for your information 
should have access to it. 

 
DETECT identity theft early to minimize damage to your credit and good name: 

 Identify the signs of identity theft 

 Find out if your identity has been stolen 

 Monitor personal information regularly 

 Get your free annual credit reports 

 Consider using a credit monitoring service 
 
If the worst happens and you are the victim of identity theft, the FTC site also helps you DEFEND your credit and reputation by 
handling identity theft aggressively using a step-by-step process. 
 
In addition to tips for consumers, the FTC site also provides resources for businesses, law enforcement, the military, and the media. 
 
Share your tips and experiences with identity theft in the Forum section. 
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